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1.1 ETSI, AIO|HL S S st BEQUSH 7|sR0M YE

2018% 10€® 3¥, ETSI CYBER 7|&9|¥3|(Technical Committee)= " 4tE 9l ALO|H]
Oss st =&l Eot &H|(Critical Security Controls for Effective Cyber
Defence)” 7|=X 11 A{(Technical Report, TR)E & H S} LY.

Of EiM= HES®ZA HMa M7t Z[4 Ato|H =t o CH35t:l, GDPR(General
Data Protection Regulation, 79I HEES A7) &4 8 Z2t2E HO|E ME Z3iet 22
MER a7 MEe 5 = AUALE CS Controls v7 X A X2E %A HTLE
& 0| O| E5t AL,

Ml(The Critical Security Controls)"S CHREM Al

TR 103 305-12 "&582%F EO &X|(The A 8
HERZO| CHet 7t& LutXN0ol 3AZ Aztste B8 ALY Q| MBYO s HYSHCH
TR 103 305-2= ZTIMHQI AO|H O E 23t 523 E2Oo ZHOAM "FHE U ZAt

IHJ

(measurement and auditing)"E CHELH
TR 103 305-32 2HFY &X| 9 loT(Internet of Things, AFEQIEH WO "MH|A B2
(Service Sector Implementations)’= CHZC}

TR 103 305-4= "0{8] H|HL|S0| CHet K23t ™ H (Facilitation Mechanisms)” K|-&StCt,
TR 103 305-5 &8 GDPRE| Z&=S FFAZ|=H =20 =& e 2 25 &3t
(Privacy enhancement)”0ll CHol A $HCt,

ETSI 7|=<& | O|&Ql Alex Leadbeater= ETS| 7|22 A7} AN 340 Cist &
ATE ALOIH EOF HEfA EE20M MEZIS| Al 185 BHASICtT AGSHRULE

= https://www.etsi.org/news-events/news/1342-2018-10-news-etsi-publishes-critical-secu
rity-controls-for-effective-cyber-defence-as-technical-reports

1.2 ETSI CYBER TC, ¥X}-QHH Zt4t A 7|sH 1AM YHE

20184E 108 16¥Y ETSI CYBER TC(Technical Committee, 7| &322 "LX-2HH FHA
A @ (Quantum-Safe Virtual Private Networks)"0f 2ot 7|=E2 3 AMETSI TR 103 617
V1.1.)E LHISIQULCE

-1-

ETSI TR 103 617 V1.1.1 20X E LEDE ETSI CYBER 7|&=%& 2=
(o]

CY FEHO[L AlZ7|HES
SiZ2MS MEotr| 2ol 3 Oy FA-2Hd F=ot 7|gs Aol AL

.
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o ZHESH 7|g EaMEs S2H0|AE, M 8L OFF|HA g Al 22 VPN 7|=0f
A Mgt (resistance)g F71ot=0H Qs Z2EF Q7 AFZO| Cfs) AHBHCH

0Q ©

UBHEOl VPN RFAIE B S8 YR HRE B3 52 FIHEA J|ES D
MEKHO|A(handshake)7t HIBSHs £4S AT LRYS HESIYOD, Y AN X
DHHOI 7| B J|HS A0l Hoto| i3t Bl 2 YA BB

= https://www.etsi.org/news-events/news/1346-2018-10-press-etsi-tc-cyber-re

2. 0|=
2.1 ANSI, loT 7|8t AOEAE| T3 Lx

2018 92 30%, ANSI(American National Standards Institute, O|=ZZ7IEZ=$3|)Qt
IST(National Institute of Standards and Technology, T EEF7|&%ANME TS 0
LME*= loT7|8F ADFEAIE] =223 (loT-Enabled Smart City ramework or IES-City
Framework)1)E 2 H3S}QILCT.

*  ETSI(European Telecommunications Standards Institute, R EH7|EMEZHI]),
MIST(Korea's Ministry of Science and ICT, 1t&t7|=dE&AE), TIA(Telecommunications
Industry Association, 7| SMMAH3)) &

O ZYAI= LOrEAE| HIXIE ?lct &Y X ==to] &E ZMS lof W= AL
loT 7|gh ADEAIE] Z YT 7IE A0EAE fS2[AH0|N(SE=Z=R)
of7|EXe| 7|leX EMs St 1HE ofE2AHolde I HES =071 f

H
L | —
JHAo|D FHAC 38 fEIEWorking Group, WG)2| 4H=Z0|LCt,

M HE U KNOIH, EEO| CIYY, BEY £5 XY BE Mz

— o — O _i?l_
Hehel M2 e S 22 ZHE ZF7] s NSsTe HEH =
2olEl 210], EF(taxonomy), 3& OF7[HXN 7|52
wstn FFSH0 WO ARl RFE  FFAI|= AODLEAE
S

=3 UYIS PHBHCL,

THHOR o TYYYA0IE AOLEAIE OfB2IA0INO B A, ANSISH ETSIS 0f2f
THELIO| 9, IES-City ZH YT RAAH 02 S| Lhg2 B YLk
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= https://www.ansi.org/news_publications/news _story?menuid=7&articleid=e9065100-37
18-4444-9fa2-9a3515304dbf

22  TIA 5G2t XML 33X E fIsh MM = 74|

20184 108 2%, TIA(Telecommunications Industry Association, O|=&A4AHT|)=
HEH D.Co| HEt0|E(Verizon) 7|2 MMHOAM 2l 562 XMOY S34TES @It
G ZEOM ZlE S 4 AY TE7ks @A Tl FAp g g S 23 oAl
2HE 2159 EME =2l

MEEZ £F40] st eHEXo|n YaE HAHS HESHE{H 560 CfH|et 283 535
ot 4 HESAZ EMo|n FReb AAAZE XML 7|2 BAMHES ZCHDH LI

2 = Ae BEEH 35 o HEYIE 75 & = A=K =253t

= https://www.tiaonline.org/press-release/tia-policy-forum-to-explore-public-safety-benef

its-of-5g-and-next-generation-technologies/

23 TIA OIX| O[E| ME{o CHE M2 BN WE

2018 108 10¥, TIA(Telecommunications Industry Association, O/=&AAAT )
oixf A Ojgfe| 7[=0| 275t= Wz MEld Js BEE HISH| £ |
M E{(Edge Data Center, EDCs) 7Ht” o 8 2F 7|50 Chet 12 AR
St MER ZX|H BEIME LHSIQACE

1o

Of EaMe= A=l 84 e, 28 A |A| E Q@75 Z510] 7|EQ| HO|H MEet
Hug 0 ME2 OfX| HOlH MEO| CHet 7|= Q7Atg S nefAretol CHsf dFstn
QIC}
AN .

= https://www.tiaonline.org/press-release/tia-releases-new-position-paper-on-edge-data-

centers/

*E

M

(ISA, HESAAY SE AO|HE M52 98

2018 A 9& 25%, ISA(International Society of Automation, = X|ASXO{&2|)= SA/IEC
62443-4-2-2018 HT(Security for Industrial Automation and Control Systems: Technical

_5_
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Security Requirements for IACS Components, 2% Xt&3t U KO AAE HOE : JACS
Q4E 93 7|8F 2ot @FAEhS YHSIRICL

O] EE2 ISA/IEC 62443 EFE A|2|=Z [SA99 3|7t O|=x= 7t ET(ANS) 22 7ies}
1, A0 IEC(International Electrotechnical Commission, Al TXA7|= {@=2)0M =
| EEC =2 RHEHZ|QICH

=d

O] #F2 |He =22 3 IACS(Industrial Automation and Control Systems, &
| SR S Of2fe] 2o F4ES ofZotn Aot MO AAH

5:'
T4 Q20| CfSh Afo]H 2Ot 7152 x|t

ACSE THSs T4 24 F So| WY A, HEYI 74 22, 3AE 34 24 %
ATEQI0] S8 TRIYO) Cfst AfOH] BOt 7% 27 AES TS E3, 74 227t
2 Cffo 28 Q10| FOIT EOt £FO0| it IHS i 4+ URE She HOH J|5S

2 otot.

= https://www.isa.org/news-and-press-releases/isa-press-releases/2018/sept/new-isa-iec-

standard-specifies-cybersecurity-capabilities-for-control-system-components/

2. SNIA, 22t2E O|ojE{2t2]| QAEHo|A ELAX BFE HH

F¥

2018F 9E 24%Y, SNIA(Storage Networking Industry Association, 2E2|X| HERZ 4t
2 )= A2EZ|X| JWLXL HAEHBANA CDMI 2.0(Cloud Data Management Interface,
SchRE O|o[E 2t2| QI O|A) #40| RELAL HEO| EUSS EHOIRUL

O|24, SNIA 24Xt 2o A 27 M(Contributors License Agreement)1)0f 7tI&to 2 M)
ISO BF0 7|0 5= UA EZ[ACE

7t55lH, SNIA 2225 AEZ|X|

s ZES WY 278 +8%
x
a

PN
e = ACk= dofl 32

ok n

olg{gt CDMI 2.0 40 COfgt EAA HRFRE[L HZ2UHS2 CDMI RI(Reference
Implementation)S et LEAA XIS A7 =C}

CDMIE HE RX7t HIOIH JEIE SHE + A=E ot1, = Gl= HOlH AM, b
O 23 & SZ*E AMH 2t Ho[H O|F dAs EFettt



2018 108 HUSE

o

CDMI= 88 Z=ZITO0| S2HRE0M ol 245 49, 44, YH0lE 3 AXdt=
7ls QAHLO|AE Fodt= =HMEBEER! ISO/IEC 17826 : 2016(Information technology -
Cloud Data Management Interface , CDMI)O|§, ZiE{|O[L4 5! ZiH|O|LH0f HYX|El C|O|E{ 2]
H2|E 2™ = U= CMDI S2I0|ME 7|51 OpenStack Swift ' Amazon S3 ZE 1}

s
H AHEg = As 7IsE MBS

CDMA 20 7129 A | Z2|== 20198 % stut7|off 7iL= o Ho|ct,

= https://www.snia.org/news_events/newsroom/cloud-data-management-interface-now-op

en-source-standard

3. W3C, |l ZERE |v3 HIQH WgE

2018 98 202 W3C CSS(Cascading Style Sheets) WG(Working Group)2 CSS 232
BE Lv3 #1°9HRecommendation)e ZESIRALCE.

O] CSS v3 EE2 2& 482 XHots YR =& 2AAE SHCE ELSH= S
2 AYslH, O] 79| L2 O|F0f| CSS3 22 U ¢Ss3 & =28 ZEE 2%E Y&
= s HHO|LCt,

https://www.w3.org/blog/news/archives/7300

4. |EEE, IEEE 802.11TM EHT SG2} RTA TIG ='H

2018 108 99, |IEEE-SA(IEEE Standards Association)E M=Z& |[EEE 802.11™
EHT(Extremely High Throughput) SG(Study Group, ¢I7t£hit RTA(Real Time Application,
MAIZE 8= 23 %) TIG(Technical Interest Group)S ZHESHY f,

I[EEE 802.11TM EHT SG= 1 ~ 7.125GHz CHYQ| A2 IEEE 802.117|&0| Cigt =9l
AZESE7| @9 OEO0|LCt,

EHT AHCOE2 FM# ZAHOAMS] ARAugmented Reality, ZZ4), VR(Virtual
Reality, ZtASiahnt ZH2 CHEHCl 88 IZ2IMES X{sH7| s HolH XNz2|F2S
S7HAZ| AXSHH, HE[-AP(Access Point), SZtAEE(spatial streams), H H2 Y=
(higher bandwidth), data aggregation(H|O|Ef &g} 7|&xt 22 7|0l s =2f of"ZOILCk.

1) 4% 2EY A|E(Cascading Style Sheets, CSS) : HMTL, XML S O3 Y 02 ZMHE ¥ 2A0A O]
otz 0| HW QA4S0 AEYS BYSt= 2100|H & mO|X|Q] it =S &O|SHA BHCh
UHPH O 2 9F0f A|Of A0 A(CSS)E AFRSBICE <TTAROJAFH (http://word.tta.orkr) A 1>
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The IEEE 802.11TM RTA(Real Time Applications, &A|Zt SEZZ8) TIGE AHAIZt
SEZZTO| Cfet At 2 8 @7 Al HEEES EM5H7| @8 =35t UCt

DHY S ZE| EHOIN AY 2R A LAY XSt Z42 A 88 Z=Idy
ol FHE CHE7| ot Al Chot HAHL SO 2EE ds XH X oHdd

=HE dE=t oo

= https://standards.ieee.org/news/2018/ieee-802_11-extremely-high-throughput-study-group.html
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2018 108 12%, IETF(Internet Engineering Task Force, =HMQEHUEZTS}I7|T)
‘=S A(REPLAY ATTACKS)'Off et Q1F EZ9| Hots SfeAI717] o M 7HX| BEE
oISt

—

&

ol>

Oof M 7H| BEE2 Mz2 HZ/AUE EES ddstn ddste Z2M 20| ot =7t

o o
2ots ME5h7| fIgolH IETF7F 2ESh M| 7HX| #&2 CHSak ZCh

* RFC 8471 - E& HIQIY Z2EE HH 1.0

 EZ HIQlE Z2EES AESHH A2/Mu SEZZI™MOIM 02| TLS (Transport
Layer Security, ©& AE Eeh MM U AZO| 2N FI|H0|H A[SHA MY Jtssh
TLS HIQIE S Mg

LLo=2 O

* RFC 8472 - E2 Hiold ZR2EZ gdg flot TLs &%
..I

. RFC 8472= EZ HIRIEY ZZEZ HAM S FQ 07 B &2 ot TS &2
AYstD S TF TLS 1.3 O|&to] Kol EF HIQIEO CHSH A2 0] EAQ| L7t

* RFC 8473 — HTTPE &% EZ HiQIE

= A St= HAHUSBL E&S dFoHC)

% IETF= TCP/PS 222 OIE{Yl T ZREZS XN - Ba|dte A EXS}
772N A MA & 2&XH(operators), HH|IXMZRA|(vendors) H 7|=™E7HS0]

o
Hosts MEgd BE7|F0IL.

= https://mmww.zdnet.com/article/ietf-approves-new-internet-standards-to-secure-authentication-tokens/




