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1. Introduction
IEEE 802.11a/b/g Access Point (AP)

. AP , 1

. AP Station

® SSID (Service Set Identity) element

® Beacon Interval

® TIM (Traffic Indication Map) element

® Data payload

® Power save

® WEP (Wired Equivalent Privacy)

® RTS (Request To Send) / CTS (Clear To Send)
® Fragmentation

® Packet Response Time

® Data rates

® Handling unexpected frames

®  Ability to handle null frames

®  Ability to handle unsolicited PS-Poll

® Notification of Bridges

®  WPA requirements

® Overlapping Legacy BSS Condition (OLBC)

® [EEE 802.11a, b/g Dual Band Bridging
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2. Test Configurations

WIRELESS LAN TESTBED FOR INFRASTRUCRUTE
INTEROPERABILITY TESTING

Reference STA/
Chariot Console/ ]
Radius 802.1x Server

Chariot Endpoint1 Ethernet Switch ﬁ
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Source : TTA/Network Testing Team Figure 3.1

WIRELESS LAN TESTBED FOR REASSOCIATION TESTING

Ethernet Switch .
Radius 802.1x Server

“--llll-lIl......
L
L
Ll
L4
L4

/Reference AP

.s®
R
.

5 .
5 .
LTI T LA

APUT . R
k:.( ““‘Q
Reference STA/
WPA Supplicant
Source : TTA/Network Testing Team Figure 3.2
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WIRELESS LAN TESTBED FOR MULTICAST AND INTRA-BSS

TESTING
Reference STA/
Chariot Console/
Chariot Endpointl .
Ethernet Switch Reference STA/

| Chariot Endpoint2/
= WPA Supplicant

ﬂ ¥

Radius 802.1x APUT \

Server
Reference STA/
Chariot Endpoint3/
WPA Supplicant
Source : TTA/Network Testing Team Figure 3.3
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3. IEEE 802.11a Tests

3.1. InfrastructureInteroperability Tests

® Test Purpose

APUT TTA WLAN STA

® Test Configurations

(1 SSID "TTA a"
2)
STA Setting AP Setting STA/AP Setting
It _ .
em Vendor RTS Fragm Power Channel Security Supplicant
entaton Save /Server
Al Proxim Off Off On 149 (5745MHz) | WEP key=0x1234567890 -
A2 Cisco Off 600 Off 153 (5765MHz) WPA-TLS Funk/Funk
A3 Netgear 300 Off Off 157 (5785MHz) | WPA-PSK="12345678" Funk/-
A4 Atheros 500 600 On 161 (5805MHz) WPA-TLS Funk/Funk
® Test Methodology
Q) AP Station (A1~A9)
(2) AP Station "Association" Ping
(3) Chariot Downlink  Uplink FileSndL
InquiryL
® Test Results
. Tipts FileSndL InquiryL
Setting Downstream Upstream
Al
A2
A3
A4
® TTA Criteria
: ripts FileSndL TnquiryL
Setting Downstream Upstream
Al 15 15 1
A2 15 11 1
A3 15 13 1
A4 15 10 1
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3.2. Re-association Tests

® Test Purpose

APUT STA

® Test Configurations

Item Vendor SSID AP Channel Security Supplicant
/Server
APUT TTA a 149
RA Atheros AP TTA 153 WPA- Funk/
£ros 2 PSK="12345678" e
Proxim STA TTA a -
APUT TTA a 149
RA2 Atheros AP TTA a 153 WPA-TLS Funk/Funk
Proxim STA TTA a -
* default
® Test Methodology
(1) APUT  Proxim Station  Association
(2) Chariot Station “Ping”
(3) Atheros AP ,APUT
(4) “Ping” 10
(5) APUT , Atheros AP
(6) “Ping” 10
® Test Results
Item Roaming
RA1
RA2
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3.3. DataEncapsulation Tests

® Test Purpose

APUT  IEEE 802.2, 802.3, Ethernet I1 Frame

® Test Configurations

1) STA Cisco STA

2) SSID "TTA a"

(3) SSID default Association

(3) AP  Station, Chariot IPX , Ethernet 802.2,

802.3  Ethernet

® Test Methodology

(1 AP Station association

(2) Chariot InquiryL

® Test Results

IPX encapsulation type Results
802.2
802.3
Ethernet 11
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3.4. Multicast Tests

® Test Purpose

APUT  Multicast

® Test Configurations

AP Power . Supplicant
ltem STA SSID Channel | Save Mode Security /Server
MCS1 Proxim TTA a 157 On WEP
Avaya TTA a 157 Off key=0x1234567890
Cisco TTA a 161 Off -
MCS2 = _,\,NPA » Funk/-
Netgear TTA a 161 Off PSK="12345678

* default
® Test Methodology

(1) APUT STA1,2 association

(2) Chariot MC Test Station TP Multicast 225.0.0.1

(3) Transport UDP RealAudio  Realmedia
® Test Results

STA
Realaud Realmed
MCS1 Proxim
Avaya
MCS2 Cisco
Netgear

® TTACriteria

Realaud 50Kbps, Realmed 180Kbps  Throughput
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3.5.

® Test Purpose

APUT

BSS

Intra-BSS Transfer Tests

STA

® Test Configurations

Item STA SSID AP Channel Security Supplicant
/Server
Cisco TTA a 149
IBA1 = - -
Proxim TTA a 149
IBA2 Avaya TTA a 153 WEP
Netgear TTA a 153 key=0x0987654321 )
* default
® Test Methodology
€)) Station AP  association
(2) Chariot STA FileSndL
® Test Results
Item Source Destination Throughput
IBAL Ciscp Pr(')xim
Proxim Cisco
IBA? Avaya Netgear
Netgear Avaya
® TTACCriteria
STA Throughput  7.5Mbps  TTA
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4. |EEE 802.11g Tests

4.1.

® Test Purpose

APUT

TTA

WLAN STA

® Test Configurations

Infrastructure Interoperability Tests

(1) SSID  "TTA g"
2)
STA setting AP setting STA/AP Setting
It = i
em Vendor RTS Fragpﬁent Power Channel Security Supplicant
ation Save /Server
Al Proxim Off Off On 1 WEP key=0x1234567890 -
A2 Netgear Off 600 Off 3 WPA-TLS Funk/Funk
A3 Cisco 300 Off Off 4 WPA-PSK="12345678" Funk/-
A4 Buffalo 500 600 On 5 WPA-TLS Funk/Funk
® Test Methodology
(D AP Station (A1~AB)
(2) AP Station "Association" Ping
(3) Chariot Downlink  Uplink FileSndL
InquiryLL
® Test Results
: Tipts FileSndL InquiryL
Setting Downstream Upstream
Al
A2
A3
A4
® TTA Criteria
: ripts FileSndL TnquiryL
Setting Downstream Upstream
Al 15 15 1
A2 15 11 1
A3 15 13 1
A4 15 10 1
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4.2. Re-association Tests

® Test Purpose

APUT STA

® Test Configurations

Item Vendor SSID Channel Security Supplicant
/Server
APUT TTA g 1
RA 1 Buffalo AP TTA 6 WPA- Funk/
P £ PSK="12345678" | = UM”
Proxim STA TTA g -
APUT TTA ¢ 1
RA 2 Buffalo AP TTA g 6 WPA-TLS Funk/Funk

Proxim STA TTA g -

* default

® Test Methodology
(1) APUT  Buffalo Station  Association

(2) Chariot Station “Ping”
(3) Buftalo AP ,APUT
(4) “Ping” 10

(5) APUT , Buffalo AP
(6) “Ping” 10

® Test Results

Item Roaming

RAI
RA2
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4.3. DataEncapsulation Tests

® Test Purpose

APUT  IEEE 802.2, 802.3, Ethernet I1 Frame

® Test Configurations

1) STA Cisco STA

2) SSID "TTA g"

(3) SSID default Association

(3) AP  Station, Chariot IPX , Ethernet 802.2,

802.3  Ethernet

® Test Methodology

(1 AP Station association

(2) Chariot InquiryL

® Test Results

IPX encapsulation type Results
802.2
802.3
Ethernet 11
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4.4, Multicast Tests

APUT

Test Purpose

Multicast

® Test Configurations

AP Power . Supplicant
ltem STA SSID Channel | Save Mode Security /Server
MCS1 Netgear TTA g 2 Off WEP
Proxim TTA g b On key=0x1234567890 i
Buffalo TTA 10 Off -
MCS2 3 -2 ,\,NPA » Funk/-
Cisco TTA g 10 off PSK="12345678
* default
® Test Methodology
(1) APUT STA1,2 association
(2) Chariot MC Test Station TP Multicast 225.0.0.1
(3) Transport UDP RealAudio = Realmedia
® Test Results
STA
Realaud Realmed
MCS1 Netg§ar
Proxim
MCS2 Bu.ffalo
Cisco
® TTACriteria
Realaud 50Kbps, Realmed 180Kbps  Throughput
2004-11-26 Copyright 2004 TTA (14)/( 42)




4.5.

® Test Purpose

APUT

® Test Configurations

BSS

Intra-BSS Transfer Tests

STA

Item STA SSID AP Channel Security Supplicant
/Server
Proxim TTA g 149
IBA1 = - -
Netgear TTA g 149
IBA2 Cisco TTA g 153 WEP
Buffalo TTA g 153 key=0x0987654321
* default
® Test Methodology
€)) Station AP  association
(2) Chariot STA FileSndL
® Test Results
Item Source Destination Throughput
IBAL Proxim Netge.tar
Netgear Proxim
BA2 Cisco Bu.ffalo
Buffalo Cisco
® TTACCriteria
STA Throughput  7.5Mbps  TTA
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4.6.

|EEE 802.11b Backward Campatibility

® Test Purpose

® Test Configurations

IEEE 802.11b STA

Item | Endpoint 1 Endpoint 2 SSID Channel Security Supplicant
/Server
BA1 | Chariot Console | 11b Cisco TTA g 5 WPA-TLS Funk/Funk
BA2 | Chariot Console 11b N'etgear TTA g 2 WPA-PSK="12345678 Funk/-
11g Linksys TTA g 2 WPA-PSK="12345678” Funk/-
BA3 | 11b MMC 11b 3Com TTA g 5 WEP key=0x0987654321 -
BA4 | 11g Netgear 11b Cisco TTA g 3 WPA-TLS Funk/Funk
* default
® Test Methodology
(1) APUT STA (B1~B4) BA2
Console STA
(2) AP Station "Association" Ping
(3) FileSndL, InquiryL, Realaud
® Test Results
ript FileSndL FileSndL .
Settin (epl — ep2) (epl < ep2) Inquiry Realaud
BA1 -
BA2 - -
BA3 - -
BA4 - -
® TTAC Criteria
ript FileSndL FileSndL .
Settin (epl — ep2) (epl <« ep2) Inquiry Realaud
BAl 33 33 0.32 -
BA2 1.7 - - 0.025
33 - - 0.03
BA3 1.7 1.7 - -
BA4 1.7 1.7 - -
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4.7. OLBC (Overlapping Legacy BSS Condition) Tests

® Test Purpose

IEEE802.11g WLAN AP 802.11b legacy BSS , Use Protection(bl),
Non_ ERP Present(b0)

® Test Configurations

Item Contents Vendor SSID Channel

OA1 Detection of Legacy IEEE APUT GonlyTTA 11
802.11b AP 11b Cisco AP | BonlyTTA 11

OA2 Detection of Legacy IEEE APUT BonlyTTA 11
802.11b STA 3Com STA BonlyTTA -
Detection of Legacy IEEE APUT GonlyTTA 11

OA3 | 802.11b STA connected by Buffalo AP TTA 11
another IEEE 802.11g AP 3Com STA TTA -

* default

® Test Methodology

(1) APUT(ESSID=GonlyTTA) Beacon
(Use_Protection=0, NonERP_Present=0).

(2) OA1~OA3 AP or STA

(3) APUT Beacon Information Element (IE)

® Test Results

Item Beacon ERP IE
OAl
0OA2
0OA3

® TTACriteria

Item Beacon ERP IE

OAl Use-Protection(b1)=1, Non ERP_ Present(b0)=0
OA2 Use-Protection(b1)=1, Non ERP Present(b0)=1
OA3 Use-Protection(b1)=1, Non ERP Present(b0)=0
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5. |EEE 802.114a, b/g Tests

5.1. Dual Band Bridging Tests

® Test Purpose

IEEE 802.11a  5GHz IEEE 802.11b/g  2.4GHz
STA AP
Distribution System  STA AP  Bridging

® Test Configurations

AP

Bridging AP

Ila SSID  “TTA_a”, Channel 149, 11b/g SSID  “TTA_g”, Channel
default
Item Endpoint 1 (Security) Endpoint 2 (Security)
DA1 11a — Netgear (WPA-TLS) 11b Cisco (WPA-PSK)
Chariot 11a Netgear (WPA-TLS)
DA2 -
Console 11b Cisco (WPA-PSK)
DA3 11a — Cisco (WPA-PSK) 11g Buffalo (WPA-TLS)
Chariot 11a Cisco (WPA-PSK)
DA4
Console 11g Buffalo (WPA-TLS)
. 11a Netgear (WPA-TLS)
Chariot .
DAS 11b Cisco (WPA-TLS)
Console
11g Buffalo (WPA-TLS)
® Test Methodology
(1 STA APUT  Association ‘Ping’
(2) Chariot Console STA Throughput
3) STA AP  Ethernet Port Chariot Console Throughput
® Test Results
FileSndL
Item
(epl—ep2) (ep2—epl)
DA1
DA2
DA3
DA4
DAS -
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® TTACriteria

FileSndL
Item
(epl—ep2) (ep2—epl)

DA1 33 33
DA2 15 15

33 33
DA3 15 15
DA4 15 15

15 15

15 -
DAS 1.7 -

1.7 -
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6. WPA Function Tests

6.1. AP 256-bit Key Generation Utility (PSK)

® Test Purpose

APUT Pre-Share Key  256-bit hex key

® Test Configurations

reference STA  Netgear STA

® Test Methodology

(1 63 ASCII Ping

(2) 64 ASCIH APUT

3) , APUT  reference STA Pass Phase
, Pass Phrase Ping

® Test Results
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6.2. WPA Negative Tests

® Test Purpose

APUT

® Test Configurations

reference STA

Item APUT STA SSID Channel
WA1 WPA-TLS WEP On TTA 149
WA2 WPA-TLS WPA-PSK TTA 149
WA3 WPA-TLS Off TTA 9
WA4 WPA-PSK WPA-TLS TTA 9
* default
® Test Methodology
(N Association
® Test Results
Results
APUT STA
WPA-TLS WEP On
WPA-TLS WPA-PSK
WPA-TLS Off
WPA-PSK WPA-TLS
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