1.0EI=
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& AH&31= FlexOsec(Flexible OTN security) &
S3}7)&E L EE
ol Yo FHEF ASoIM e AT3 7<=

& AlZsP] 18 ARARQ] HE| = F40] A,

FlexOsec ¢33} 7]1&S A0 2 718 s) 2}
2.0TNsec &2} 1I=
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OTNsecg F33}7] 93 AL &5+ A K

+ ODUk LHFEE Faf FEEH, AIFA oH
3= 7F42 OTNsecs A|Yat= WY A4 #4&
wW2}H3]. <F 1> OTN ZgojH I == OTN
A&7 FAE bt T F2 GAIEC]
A3t Q1= OTNsec 4 HojEth d2) OTN
ool ] FE|E 483 AF2 nto|la 2
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ol Qi

U A 48 OTN
o A &F

Zeolm = 7Hte.
2 FPGAE o]& A& 7] AAL A=
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<E 1> 2LHQ| Z=L ¢F|E OTNsec M| HhAl
pap| Pl wES SFH 2H3||= =i Hel SFC QH{3||= =3 Hel 7|E}
Microchip ODUK, PSI 256-C1= ODUk @H{3l= | ol majjel e )
-H|E 37|9]
(Microsemi) |  ODUCh (MFAS[251:255]) mayel 8/16HI0|E 2T majl 30-H|E 37191 Life cycle
) ODUk ODUk 2Hs{|=et _ ODUk 2= _ MFASH|E ‘0"
d -} =gl ciol maj[ol
Acacia obuCh MEAS 20k =g 16HI0|E =E Zae SFH indicator2 AF&
. ODUK . 4/8/16-CH= . 4/8/16-Ct= SFHQ SFCE S5t ODUk
: e s
Huawei ODUCH ODUk 2H{5E ool ODUk 2H{5|E majol SHF|EE 023 Fa
2a|l ODU, Psl 256-L+& ODUk @H3lE | The m3i|e) == Microsemi £l 7|Hto2
N 0oDUCn (MFAS[251:255]) = 8/16HI0|E 2-OHE = SLHAIEO] A HE
ODUK, ODUk 2H{3|E2} _ ODUk 2H{F|E _ Acacia T 7|0tz
ALk ' -Ohs = Tl mae
il obuCn MFAS 20E = 16HI0|E 2 = ELHAIIFOH o

<E 2> AMEY

23 SFURNSHATL 24| 24

foll M| 2ot o Z2|7H 0| M

OiE2FH 018 B7

Y 2R

Client end to end security with CPE

Client end to end security

Client end to end security without CPE

DC, content or mobile service provider client end to end security

Service provider CPE end to end security

Service provider CPE end to end security

OTN link/span security

OTN link/span security

OTN link/span leased fiber security

OTN second operator security

OTN leased service security

Access link/span security

Client access link/span security

OTN end to end security with CPE

OTN end to end security

OTN end to end security without CPE

DC, content or mobile service provider OTN end to end security

Service provider path end to end security

Service provider path end to end security
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=
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2 G He BAS AFE] s AHgEH, =R AE:

FlexO Z#|9] g5 dtel A% 7)6& Agsih FlexOfec 2HW 3=+ FBA(FEC Block
FlexOsec &&3} 7]&-2 ITU-T G.709.1 ¥Fo|A]  Alignment)¢ RES(Reserved)2 ¥t}
FA3FAL Tk FlexOsec 715& T3] Yot &4 FlexO EEL2 400Gb/s ©]49 1&£AS Hs
T3 JEe (29 1]9] FlexO Z29) eHsE F & 9% ZFECRE G.709.3004 Aofskal Q1= SC-
EOH(Extended Overhead) ¥9& &3l Z4%¥t};.  FEC(StairCase FEC)E AF-3HCH5.

FlexO Z|¢] W == & 1,280H|EZ AT H, Regen 2HF =+ FlexO regeneration 7]
OlE QHF|E F 480H|E A7]9] EOH 99& ¢  AH8E™, RMFAS(Regen Muti-Frame Alignment
T3} Qo] AgEiT Signal), RTTI(Regen Trail Trace Identifier),

EOH 99 & Z=da A5 AHEM [18  RSTAT(Regen Status), FCCO(FlexO Regen
2]¢t 2t} EOH 992 374 FlexOfec(Flexible  Communication Channel)2 FFA¥ T} FlexO <1
OTN forward error correction) @H3| &, AEA7} & n/2 FAE 3¢ RTTI FCCO&
Regen(Regeneration) @HF =, FlexOsec 2H3l| 3 HA AAAE 10T 225131 THE QAAEIANA]

Columns
480 960 1280 5140
Rows
1 AM EOH | BOH
2
3
Payload
128
P 5140 bits R
Z2:ITU-T, “Flexible OTN common elements,” G.709.1 (03/2024), 2024
[121 1] Flexible OTN Za{|f L=
1 - - - 45 20 21 52 53 . . . 60
| FexOfec | Regen | FexOsec | RES
1.-2-274  __--z27% 6 .10 1,12 i3 -ac-- 0 T
|FBA| RES | |RMFAS | RES |R5/RTI'I | RSTAT | RES/FCCO | \\‘\
Authentiated area el
’/ 21 S 36 37 38 39 40 41 - - - 48 49 \\-‘\-\;22‘
| Authentiation tag KCC | RES | K |CSI' | RES | N RES
Z32{: [TU-T, “Flexible OTN common elements,” G.709.1 (03/2024), 2024. 2M5 7|8t 2 SHE RS A ALY 242 A|2F
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<3 3> FlexOsecO|A ™o|5t QU= CSTEE

CST bits[1:6] 4y
000000 No source FlexOsec
000001 GCM-AES-256 FlexOsec without OH encryption
000010-110111 Code-points reserved for future standardized cryptographic cipher suites for use with FlexO
111000-111110 Reserved codes for proprietary use
mm Reserved for future maintenance signal
242 ITU-T, “Flexible OTN common elements,” G.709.1 (03/2024), 2024
+ 3l H|[EE RESE Azttt FlexOsec Z#|¢Jo] ¥4:31= 47119] FlexOsec Z|
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FN(Frame Number)gt< ©]83] BOH(Basic
OverHead), EOH ¥ J¥(769~960H|E) W H|o]
2T 7 Jgof i3 FlexO A2E~E 2 AT

2788 ATZEE s dahe Ze|d e ths ol 4
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HEY

Block #
12 8 9101112 - . . 24 2561 2580 5123 5140
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£of
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€O}
[ eon
BOH
BOH

BOH

EOH |

5140 x128H|E
(a) FlexO T2 LS8t

Block #
12 - - -6 7 8 9101112 - - - 24 2561 2580 5123 5140

12881
EOH
EOH(AT)
EOH(FlexOsec)
BOH
BOH

EOH |

5140 x128H|E
(b) FlexO T3¢} 215 ¥
Z£2: ITU-T, “Flexible OTN common elements,” G.709.1 (03/2024), 2024
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